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ΠΑΙΔΑΓΩΓΙΚΗ ΑΞΙΟΠΟΙΗ΢Η 

ΣΩΝ ΣΠΕ

ΕΠΙΜΟΡΦΩ΢Η 

ΕΚΠΑΙΔΕΤΣΙΚΩΝ
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Σι κίνδσνοι ελλοτεύοσν ζηο 

διαδίκησο
Δηθηπαθέο ζειίδεο πνπ πεξηέρνπλ:

• Πνξλνγξαθία θαη εηδηθά παηδηθή (Porn)*

• Πξνπαγάλδα λαξθσηηθψλ (Drugs)*

• Πξνπαγάλδα βίαο θαη κίζνπο (Violence)*

• Πξνπαγάλδα γηα επηζεηηθή ζπκπεξηθνξά θαη 

ξαηζηζκφ (Aggressive)*

• Τπρεξά παηρλίδηα (Gambling)*

• Δηαθεκηζηηθφ πιηθφ (Ads)

• Πιεξνθνξίεο γηα παξαβηάζεηο αζθαιείαο 

ζπζηεκάησλ (Hacking)

• Πιεξνθνξίεο κε θσδηθνχο πξφζβαζεο ζε 

πξνγξάκκαηα ρσξίο λφκηκε άδεηα (Warez)
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Ανηζστούμε ακόμη για:

• CyberBullying/Δηαδηθηπαθή Παξελφριεζε

• Phishing / Spoofing 

• Πξνζηαζία Πξνζσπηθψλ δεδνκέλσλ

• Spam

• SpyWare

• Virus

Γιακουμάτου Τερέζα www.netschoolbook.gr
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Καθφβνπιν ινγηζκηθφ
• Ινί, ζθνπιήθηα, δνχξεηνη ίππνη

• Καηαζθνπεπηηθά & Δηαθεκηζηηθά πξνγξάκκαηα 
(spyware, adware)

Πξνζηαζία ππνινγηζηή απφ θαθφβνπιν 
ινγηζκηθφ

• Εγθαηάζηαζε ελεκεξσκέλνπ antivirus ινγηζκηθνχ

• Εγθαηάζηαζε ηνίρνπο πξνζηαζίαο (firewall) θεληξηθά ή 
ηνπηθά

• Χξήζε εηδηθεπκέλσλ πξνγξακκάησλ (Ad-Aware, Spybot, 
Microsoft Anti-spyware)

Γιακουμάτου Τερέζα www.netschoolbook.gr
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Καλές πρακηικές τρήζης και διατείριζης Η/Τ (1)

• Χξήζε πξνγξακκάησλ πξνζηαζίαο απφ ηνχο (π.ρ. F-
Secure)

• Χξήζε ηνπηθνχ ηείρνπο πξνζηαζίαο (firewall)

• Ταθηηθή (θαιχηεξα απηφκαηε) ελεκέξσζε ηνπ antivirus

• Ελεξγνπνίεζε ηνπ Windows Update

• Εγθαηάζηαζε κφλν ησλ απαξαίηεησλ πξνγξακκάησλ

• Απνθπγή εθαξκνγψλ δηακνηξαζκνχ αξρείσλ P2P: 
Kazaa, emule, edonkey

• Χξήζε “αζθαιψλ” ζπλζεκαηηθψλ - Δηαζθάιηζε ησλ 
θσδηθψλ ηνπ ππνινγηζηή

• Logout κεηά ην πέξαο εξγαζίαο

Γιακουμάτου Τερέζα www.netschoolbook.gr
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Καλές πρακηικές διαδικηύοσ & ηλεκηρ. ηατσδρομείοσ

• Σπλεηή ρξήζε ηνπ δηαδηθηχνπ

• Ειεγρφκελν άλνηγκα επηζπλαπηφκελσλ αξρείσλ 

ειεθηξ. ηαρπδξνκείνπ

• Απνθπγή ρξήζεο ησλ θσδηθψλ ηνπ ππνινγηζηή ή 

πξνζσπηθψλ ζηνηρείσλ ζην δηαδίθηπν

• Γεληθφηεξα ζπληζηάηαη ε ρξήζε εμεηδηθεπκέλσλ 

ζέζεσλ εξγαζίαο γηα ηελ πινήγεζε ζην δηαδίθηπν

Γιακουμάτου Τερέζα www.netschoolbook.gr
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Σο αποηέλεζμα
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Σι να ζοσ κάνει ένα καλαμάρι;

• Τα θίιηξα δελ πξνζθέξνπλ πνηέ 
εγγπήζεηο βέβαηεο θαη νιηθήο πξνζηαζίαο. 

• Τα εξγαιεία απηά, πξνθεηκέλνπ λα είλαη 
απνηειεζκαηηθά, πξνυπνζέηνπλ έλαλ 
ρξήζηε ζε εγρήγορζη, έλαλ ρξήζηε κε 
ικανόηηηες και νοοηροπίες πνπ δελ 
κπνξνχλ λα αλαπηπρζνχλ παξά κφλν 
κέζα απφ κηα θαηάιιειε εκπαιδεσηική 
διαδικαζία. 
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Top 10
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PHISHING

• Τν phishing είλαη κηα κνξθή εμαπάηεζεο, πνπ 

ραξαθηεξίδεηαη απφ ηηο πξνζπάζεηεο λα απνθηεζνχλ 

κε απάηε επαίζζεηεο πιεξνθνξίεο, φπσο θσδηθνί 

πξφζβαζεο θαη ιεπηνκέξεηεο πηζησηηθψλ θαξηψλ. 

Απηφ γίλεηαη κε ην λα παξνπζηάδεηαη θάπνηνο σο 

αμηφπηζην πξφζσπν ή επηρείξεζε κέζα απφ θάπνην 

θαηλνκεληθά επίζεκν άκεζν κήλπκα ή κήλπκα 

ειεθηξνληθνχ ηαρπδξνκείνπ. Ο φξνο πξνθχπηεη απφ 

ηελ αγγιηθή ιέμε fishing (ςάξεκα) εμαηηίαο ηνπ 

ηξφπνπ πνπ ρξεζηκνπνηείηαη γηα ηελ άληιεζε ησλ 

επαίζζεησλ πιεξνθνξηψλ απφ ηνπο ρξήζηεο.

Γιακουμάτου Τερέζα www.netschoolbook.gr
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ACCOUNT ALERT

Dear Valued Member, 

According to our terms of services, you will have to confirm your e-
mail by the following link, or your account will be suspended for 
security reasons.

http://www.uc.edu/confirm.php?account=d.mich.mal@uc.edu

After following the instructions in the sheet, your account will not be 
interrupted and will continue as normal.

Thanks for your attention to this request. We apologize for any 
inconvenience.

Sincerely, Uc Abuse Department

http://www.nbmd.cn/Confirmation_Sheet.pif

Π
Α

Ι
Δ

Α
Γ
Ω

Γ
Ι
Κ

Η
 Α

Ξ
Ι
Ο

Π
Ο

Ι
Η

Σ
Η

 Τ
Ω

Ν
 Τ

Π
Ε

Your PayPal Account

Dear Customer, 

It has come to our attention that your PayPal® account information needs 
to be updated as part of our continuing commitment to protect your 
account and to reduce the instance of fraud on our website. If you could 
please take 5-10 minutes out of your online experience and update your 
personal records you will not run into any future problems with the online 
service.

However, failure to update your records will result in account suspension. 
Please update your records before December 21, 2006.

Once you have updated your account records, your PayPal® account 
activity will not be interrupted and will continue as normal.

Click here to update your PayPal account information

Copyright © 1999-2006 PayPal. All rights reserved.
Information about FDIC pass-through insurancehttp://ftp.thetechonline.com/index.html

http://ftp.thetechonline.com/index.html
http://www.paypal.com/cgi-bin/webscr?cmd=p/gen/fdic-outside
http://www.paypal.com/cgi-bin/webscr?cmd=p/gen/fdic-outside
http://www.paypal.com/cgi-bin/webscr?cmd=p/gen/fdic-outside
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When I am heard, and what I say is solely
I draw near to one of them, the lowest,
Oh you builders,
At these masses the snow hides from me.
at balls hit again and again toward her offspring.
Appendices
As it sits there like an eventual
Of a far barn, just where the road curves sharply
Pierced by the mist that fades away,
And trumpet at his lips; nor does he cast
The surge of swirling wind defines
Merely a mockery of spring
In search of brighter green to come. No way!
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Update Your Online Banking Information

Dear Bank Of America Customer,

During our regularly scheduled account maintenance and verification 
procedures, we have detected a slight error in your billing 
information.

This might be due to either of the following reasons:

1. A recent change in your personal information ( i.e.change of 
address).
2. Submiting invalid information during the initial sign up process.
3. An inability to accurately verify your selected option of payment 
due to an internal error within our processors.

Please update and verify your information by clicking the link below: 

http://www.Bankofamerica.com/update/index.asp

If your account information is not updated within 48 hours then your 
ability to access your account will become restricted.

Thank you

The Bank of America Accounts Management Department .

Bank of America, N.A. Member FDIC. Equal Housing Lender
© 2006 Bank of America Corporation. All rights reserved.
Designated trademarks and brands are the property of their respective owners.

http://pacesettermarketing.ca/www.bankofamerica.com/index.html
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This credit card transaction will appear on your bill 

as "PAYPAL INPHONIC*"

This email confirms that you have paid INPHONIC (sales@inphonic.com) $239.95 USD using PayPal.
This credit card transaction will appear on your bill as "PAYPAL INPHONIC*".

PayPal Shopping Cart Contents

Item Name: NEW MOTOROLA V3 PINK RAZR RAZOR QUAD-BAND CELL PHONE

Quantity: 1

Total: $219.95 USD

Cart Subtotal: $219.95 USD

Shipping Charge: $20.00 USD

Cart Total: $239.95 USD

Shipping Information

Shipping Info: Richard McElroy 
202 N Magnolia Dr. 
Saco, ME 04072 
United States

Address Status: Unconfirmed 

If you haven't authorized this charge, click the link below to cancel the payment and get a full refund.

Dispute Transaction

Thank you for using PayPal!
The PayPal Team

Please do not reply to this e-mail. Mail sent to this address cannot be answered. For assistance, log in to your PayPal 
account and choose the "Help" link in the footer of any page.
PayPal Email ID PP120

◄ http://intergate.gunterisd.org/~guest/index.html Π
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Important Notice: Your Amazon.com Order (#002-

4082816-7275366)

Greetings from Amazon.com.

We have not yet received a valid method of payment and thus are unable to proceed with your order (#002-
4082816-7275366). Your order remains open.

Your credit card payment for the above transaction could not be completed. An issuing bank will often decline an 
attempt to charge a credit card if the name, expiration date, or ZIP Code you entered at Amazon.com does not 
exactly match the bank's information.

To verify and/or update payment information for this order, please visit the following page:

https://www.amazon.com/gp/css/account/payment-update

Please note that if we do not receive payment from you within the next 3 days, your order will be canceled.

If you would like to cancel the above order (#002-4082816-7275366) now, please visit the following page:
https://www.amazon.com/gp/css/homepage/order-summary

This e-mail contains information directly related to your account with us, other services to which you have 
subscribed, and/or any application you may have submitted. Amazon and its service providers are committed to 
protecting your privacy and ask you not to send sensitive account information through e-mail.

You can view our privacy policy and contact information at:
http://www.amazon.com/gp/help/customer/policy_privacy

Thank you for shopping at Amazon.com.
Sincerely,
Amazon.com Customer Service

▲ http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;

_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MD

MQRzZWMDc3IEdnRpZAM-

/SIG=12cpokol2/EXP=1155942076/**http://plamea.lydo.org/pra

lea.php
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Fifth Third Bank: 0fficial Information. 

http://pacesettermarketing.ca/www.bankofamerica.com/index.html
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http://pacesettermarketing.ca/www.bankofamerica.com/index.html
mailto:sales@inphonic.com
http://intergate.gunterisd.org/~guest/index.html
http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MDMQRzZWMDc3IEdnRpZAM-/SIG=12cpokol2/EXP=1155942076/**http:/plamea.lydo.org/pralea.php
http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MDMQRzZWMDc3IEdnRpZAM-/SIG=12cpokol2/EXP=1155942076/**http:/plamea.lydo.org/pralea.php
http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MDMQRzZWMDc3IEdnRpZAM-/SIG=12cpokol2/EXP=1155942076/**http:/plamea.lydo.org/pralea.php
http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MDMQRzZWMDc3IEdnRpZAM-/SIG=12cpokol2/EXP=1155942076/**http:/plamea.lydo.org/pralea.php
http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MDMQRzZWMDc3IEdnRpZAM-/SIG=12cpokol2/EXP=1155942076/**http:/plamea.lydo.org/pralea.php
http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MDMQRzZWMDc3IEdnRpZAM-/SIG=12cpokol2/EXP=1155942076/**http:/plamea.lydo.org/pralea.php
http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MDMQRzZWMDc3IEdnRpZAM-/SIG=12cpokol2/EXP=1155942076/**http:/plamea.lydo.org/pralea.php
http://rds.yahoo.com/_ylt=A0oGkkc89eREaekARGxXNyoA;_ylu=X3oDMTB2cXVjNTM5BGNvbG8DdwRsA1dTMQRwb3MDMQRzZWMDc3IEdnRpZAM-/SIG=12cpokol2/EXP=1155942076/**http:/plamea.lydo.org/pralea.php
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Μια πιο προζεκηική μαηιά 

αποκαλύπηει
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Πόζο μοσ ηη ζπάει ηο spam

• Τα ιεγφκελα spam ή junk mail είλαη κελχκαηα κε 

ελνριεηηθφ ή θαη δπζάξεζην γηα ηνλ παξαιήπηε 

πεξηερφκελν. 

• Σην spam mail ζπγθαηαιέγνληαη αλεπηζχκεηεο 

δηαθεκίζεηο γηα πξντφληα, ππεξεζίεο θαη ηζηνρψξνπο, 

θαζψο επίζεο θαη δηάθνξνη άιινη ηχπνη e-mail 

(π.ρ.αλεπηζχκεηα newsletters).Τα κελχκαηα απηά 

απνηεινχλ κία πξαθηηθή πνπ απαγνξεχεηαη απφ ηελ 

Δενληνινγία ηνπ Internet θαη απφ ηηο λνκνζεζίεο ησλ 

πεξηζζφηεξσλ επξσπατθψλ θξαηψλ. Απηφ ζπκβαίλεη 

γηαηί ηίζεηαη ζε θίλδπλν ε αζθάιεηα ησλ πξνζσπηθψλ 

δεδνκέλσλ ησλ ρξεζηψλ ηνπ Internet θαη θηλδπλεχεη ε 

αζθάιεηα ησλ δηθηχσλ. 

Γιακουμάτου Τερέζα www.netschoolbook.gr
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Ο ρξήζηεο ζα πξέπεη λα πξνζέρεη 

ηδηαίηεξα να μην απανηάει ζε 

μηνύμαηα ηέηοιοσ είδοσς, νχηε θαη ζε 

απηά κε ηελ έλδεημε "remove me from

the mailing list", ηα νπνία αληί λα 

απνζχξνπλ ηελ ειεθηξνληθή ηνπο 

δηεχζπλζε, φπσο ππφζρνληαη, 

επηβεβαηψλνπλ φηη είλαη ελεξγή θαη 

ζπλερίδνπλ λα βνκβαξδίδνπλ ηα 

εηζεξρφκελα ηνπ ρξήζηε κε κεγαιχηεξε 

ζπρλφηεηα.

Γιακουμάτου Τερέζα www.netschoolbook.gr
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VERY URGENT

Dear Sir,

I am Mr.  charles taylor (Jnr.) son of former 
Liberian President Charles Taylor of liberia. My 
family have $35m to invest. the funds are 
deposited in a Security Company here in (South 
Africa) and we need a trusted foreigner that will 
assist us invest the funds. Please reply me on 
this email address: jnrctaylor@hotmail.com and 
also include your phone number for further 
discussion.

Mr. Charles Taylor (Jnr.)
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Job

Hello, 
I am representing Company SPB Stream, which is looking for full-time/part-time financial 
contractors. 

SPB Stream is an international trading company and we are looking for employees that are 
eligible to work with financial correspondence.

Requirements: 
- basic computer knowledge, 
- approximately 2 hours per day,
- good communication skills,
- bank account to withdraw/receive funds. 

Money turnover of our company has already reached certain amounts and we are looking for 
regional managers, who are able to manage customers database.

Salary is based on the contract and depends on amount of work. Usually it is about $35000 per 
year, except for taxes. This is a part-time job and you will need to prove correspondence in order 
to qualify for higher rates and full-time job status.

As regional employee you will have good perspective to increasing workload and salary in 
accordance with your efforts.

Please visit www.spbstream.com for more details. 

http://www.spbstream.com/
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Be safe in this new year

Good day, 

I want you to read this message very carefully. 

You don’t know me and have no need of knowing who I am for now.  What you do need to know is that 

I have being paid $50,000 to terminate you.  Do not contact the police or FBI or try to send a copy of 

this message to them.  Do not show this message to anyone else.  I am watching you very closely.  I 

will know.  If you contact anyone, I will be forced to cover my tracks.  I will do what I have been paid to 

do. 

My employers is someone that I believe you call a friend.  This person gave me the a list of reasons for 

the hit.  I have followed you closely for 9 days now and have learned that you are innocent of the 

accusations.  As I believe you are innocent and I am a business man, I will make you an offer.  

This offer will be made only once.

If you meet my price, I will agree to cancel the contract.  More than this, I will provide to you a recording 

of my employer discussing the termination.  It should be more than enough evidence for you to have 

him arrested (if you wish to).

I was paid $50,000 to kill you.  You must pay me $50,000 to cancel that contract.  I will give you 5 days 

in order to gather the money.  As I see you are complying, I will contact you with instructions as to how 

it is to be delivered.

Remember, I am watching you.  Closely.  I will know if you are not complying or if you attempt to run.  In 

either case, you will not hear from me again.  I will simply take action.  However, if you do as I ask, you 

have nothing to fear from me.

Lucky You.
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Γιακουμάτου Τερέζα www.netschoolbook.gr


