21 lovAiov 2022

AMOMAZEIX

Ap1Bu. ©6/88415/M\4

KaBopilopodg dibaktéag-e§etaotéag UANG Twv
NaveAhadikwg e€etalopevwv pabnuatwy tng I
14én¢ Hpegpriciwv kat Eoniepivwv EMA.A. yia to
OXOAIKO £10¢ 2022-2023.

H YOYNOYPIOZ MNAIAEIAX
KAl ©PHZKEYMATQN

‘Exovtag umoyn:

1. Ti¢ Satdéelc:

(a) Tng map. 3 Tou dpBpou 10 Tou v. 3748/2009 «Mpd-
of3aon otnv TpItodBpIa ekmaideuon Twv kKatdxwv armo-
Autnpiou Emayyehpatikol Aukeiou kat AAMeC SlaTtaeic»
(A'29), 6TWC AVTIKATAOTABONKE e TNV TTap. 2 Tou dpBpou
50 Tou V. 4415/2016 «PuBuioelg yia Tnv eEN\nvéyAwoon
ekmaidgvon, Tn diamoAITiIouIk ekmaideuon Kal AAEC
Satageie» (A’ 159),

(B) Tou dpBpou 13 tou v. 4186/2013 «Avadiapbpwon
¢ Asutepofabduiag Ekmaidevonc kal Aotrmég Statdeic»
(A" 193), 6TIWC avTIKATAoTAONKE e TOo ApBpo 241 Tou
V. 4610/2019 «Xuvépyeleg Mavemotnuiwy kat T.EL, mpo-
of3aon otnv TpIToBdBuIa ekmaideuon, TIEIPAMATIKA OXO-
Aeia, Tevikd Apxeia Tou Kpdtoug kat hotrég Sata&eig»
(A’70) kau TpomomolnOnke ue To dpBpo 5Touv.4777/2021
«Eloaywyn otnv Tpitofaduia Ekmaideuon, mpootacia tng
akadnuaikic eAeuBepiag, avapaduion Tou akadnuaikou
mepIBANovTOC Kat ANeG Stata&elc» (A’ 25),

(y) Twv dpBpwv 117 £wg 159 Tou v. 4610/2019 «Xuvép-
yetec Navemotnuiwv kat T.E.I, mpooPacn otnv tpitodo-
pia ekmaideuon melpapatikd oxoAeia, Mevikda apyeia Tou
Kpdtouc kat Aowmég Siatdeic» (A'70), mou agopolv oTtnv
A&loAéynon padntwv twv EmayyeApatikwy AuKeiwv Kat
TWV padntevopevwy Tou «Metalukelakou Etouc-Taéng
MaBnteiag, émw¢ tpomomnonkav pe tnv ep. { Tou dp-
Bpou 64 Tou v. 4692/2020 «AvafdBpion tou Zxoleiou Kal
AMec dlatdaeig» (A'111) kat Tig map. 3 kai 4 Touv dpbpou
86 Tou v. 4823/2021 «AvapdaBuion Tou oxoleiou, evdu-
VARWOoN Twv eKTAEUTIKWY Kal AANeC Stataéeig» (A'136),

(6) tngmap. 2 (mep. a) Tou dpbpou 16 Tou v.4186/2013
(A"193), 6TTWC AVTIKATAOTAONKE Kal avaplOunOnKe Ye T
map. 2 Tou apBpou 42 tou v. 4351/2015 (A’ 164),

(€) tTn¢ map. 3 Tou ApBpou 2 Tou v. 3966/2011 «OeCUIKO
mAaiolo Twv Mpdtunwv MNelpapatikwv Xxoheiwy, 16puon
Ivotitoutou Ekmaideutikng MoAitikrg, Opydvwon tou

TEYXOX AEYTEPO

Signature-Not
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EOHMEPIAA
THX KYBEPNHXEQX

THX EAAHNIKHE AHMOKPATIAX

Ap. ®UNouv 3876

IvotitouTtou Texvoloyiag YoAoyloTwy Kal Ekdooewv
«AIOOANTOZ» kat Aotrrég Statdéeic» (A'118),

(o1) Tou dpPBpou 90 Tou kwdika NopoBeaiag yia tnv Ku-
Bépvnon kat ta KuBepvnTikd dpyava mou KupwOnKe pie
10 d4pBpo mpwto Tou 11.8.63/2005 (A'98), oe cuvduacud
pe TNV TTap. 22 tou dpbpou 119 Tou v. 4622/2019 (A'31),

(€Q) Toum.6. 18/2018 «Opyaviopog Yrmoupyeiou Maidei-
ag, Epeuvag kat ©pnokevpdtwvy» (A'31),

(n) Tou 1m.8. 81/2019 «XUCTAGH, CUYXWVELON, UETOVO-
paoia Kal Katdpynon Ymoupyeiwv Kal KaBoplopog Twy
apHOSIOTATWY TOouC - MeTa@opd UTTNPECIWV KAl apO-
Slottwv petaly Ymoupyeiwv» (A'119),

(8) Tou 1.6. 83/2019 «Aloplopodg AvtimpoESpou TG
KuBépvnong, Ymoupywy, Avaminpwtwyv YIToupywv Kal
Youmoupywv» (A" 121),

(1) Tou m.8. 84/2019 «XUoTAON KAL KATAPYNON MEVIKWY
Mpappatelwv kat Edikwv Mpappateiwv/Eviaiwv Aloikn-
TIKWV TopEwv Ymoupyeiwvy (A'123),

(1a) Tou T.8. 2/2021 «Aloploudg Youpywy, Avarin-
pPWTWV Yroupywv Kat Yeurmoupywv) (A’ 2).

2.Tnv umo otolyeia 168/Y1/08-01-2021 ko amégpaon
Tou MpwBumoupyou kat ¢ Yrmoupyou MNaideiag kat Opn-
OKELUATWVY «AvdBeon appuodIoTATWY 0TNV YPUITOUPYO
Maideiag kat Opnokevudtwy, Zwn Makpry» (B'33).

3.Tnv umo6 otoikeia O.153/31088/A5/18-03-2022 amd@a-
on ™¢ Yroupyou Maideiag kat @pnokeupdtwy «Kabopl-
OUOC TAVEANASIKA e€€TAlOUEVWV LABNUATWY UTTOYN@iwV
EmayyeApatikoU Aukeiou yia mpocfacn otnv Tpitodbuia
Exmaideuon oxoAikoU étouc 2022-2023» (B’ 1419).

4. Tig umo otolxeia 16/09-05-2019, 26/27-06-2019,
40/03-10-2019 kat 6/04-02-2020, 32/25-06-2021 kat
36/30-06-2022 Mpaéeic Tou A.X. Tou lvoTitoutou Exmat-
SevutikAg MoArtiknig (1LE.M.).

5.To uno otoixeia 240/EOE/11-07-2022 €yypao Sla-
TUMWOoNG BeTIKAG YVWUNG Tou EBVikou Opyaviopou E€e-
TAOEWV.

6.To yeyovog 6TL amo Tnv mapovoa anod@ach Sev mpo-
kaheital Samavn o Bapog Tou TakTikou MpolmoAoyiopou
Tou Ymoupyeiou MNaideiag kat O pnoKeuATWY cUUPWVA
pe Tnv umo otoixeia O.1/1/352/86125/B1/12-07-2022
€lorynon tou dpbpou 24 tou v. 4270/2014 (A’ 143) Tng
levikng AtlevBuvong OIKOVOUIKWV YTTNPECIWY TOu YTIoUp-
yeiou Maideiag kat @pnokevuATwY, amo@aciCouE:

Tov kaBoptoud tng didaktéac-eEeTaotéag LANG TWV
MaveANadIkw¢ e€eTaldopevwy pabnudtwy tng I taéng
Hueprowwv kat Eomepiviv EMALA. yia To oX0AIKS €T0G
2022-2023 w¢ eénc:



Tevyog B'3876/21.07.2022 E®HMEPIAA THY KYBEPNHIEQX 39555

TOMEAZ NAHPO®OPIKHZ

EL81KOTNTEG:
1. TEXNIKOZ EOAPMOIQN NAHPO®OPIKHZ

2. TEXNIKOZ H/Y KAI AIKTYQN H/Y

E€stalopeva pabnupota:
1. NPOrPAMMATIZMOZ YNOAOTIZTQN
2. AIKTYA YNOAOTIZTQN

NPOTPAMMATIZMOZ YMOAOTIZTQN

BIBAIO: «MPOrPAMMATIZMOZ YMNOAOTNIZITQN», Topea MAnpodopikng tng M taéng Huepnoiwv EMA.A.
(ZYFTPAEIZ: ApamoyAou A., Bpaxvou E., Kavidn E., Aékka A., Makpuytavvn M., MnieAecwwtn B., Mamnaddkn
Im., T¢Aua A.) 2" ékdoon), ISBN: 978-960-06-5653-4.

AIAAKTEA-EZETAZTEA YAH

KEDAAAIO 3. Bacikd otolxeia yYAwooag TpoypaHHATIOHOU.
3.1 MetafAntéc KaL Tumol Sedopévwvy.

3.1.1 Tirnol debopévwy.

3.2 AplOUNTIKEG KOl AOYLKEG TIPAEELG KAl EKDPACELC.

3.3 BaOIKEG (EVOWUOTWHEVEG) GUVOPTAOELC.

3.4 Aopn TPOYPAMUOTOC KAl KAAEG TIPOIKTIKEG,

3.5 TUmot Kot SopEC SE50UEVWV OTIC YAWGOEC TPOYPAUHATIOUOU.
KEMAAAIO 4. AAyoplOUIKEG SoEg

4.1 AAyoplOULKEG SOUEC - POEG EKTENEONG TIPOYPAUUATOG.
4.1.1 Aopn akoloubBiag.

4.1.2 Aopn emhoyng if (AN).

4.1.3 Aopn emavaAnyng (for kat while).

4.2  JUVOpPTAOELC.

4.2.1 Anuoupywvtog SLKEG oG CUVAPTIOELC.

4.2.2 NopAUETPOL CUVAPTIOEWV.

KEDANAAIO 5. KAaowoi AAyopiBpot I

5.1 Avadwkni avalitnon.

5.2  Toafwounon EuBeiag avtalayng.

5.4  Apaotnplotnteg — AAUTEG.

5.5 Epwtnoelg — ACOKNOELG.

(Ao g napaypdadoug 5.4 kat 5.5, povo éoa avadEpovrtal otig mapaypdadoug 5.1 kat 5.2).
KEDANAAIO 6. Alaxeipion Apxeiwv
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6.1 Ewaywyn - Snuoupyla, dvolyua, KAsiolpo apyeiwv.

6.2  Avayvwon Kal eyypadn oe apxeio.

6.4 Epwrtnoslc - AGKAOELC.

(Am6 v napaypado 6.4, povo ooa avadEpovtal oTig mapaypddoug 6.1 kat 6.2).
KEDAAAIO 7. Nponypéva otoysia yYAwooog poypoppatiopuol

7.1  Ymormpoypdupota Kot Tporot KAong Toud.

7.1.1 Ymompoypaupota.

7.1.2 Yuvaptioelg otnv Python.

7.2 MetaBAnTEG Kol TapAPETPOL.

7.2.1 MNapAaUETPOL CUVAPTHOEWV.

7.2.2 EpBéAeila Twv petafAntwv.

7.3  ApBpwpata (Modules).

7.3.1 Ewcaywyn.

7.3.2 XUvtopn meplypadn tng Npdétumning BLBALodnkng (Standard Library).
7.3.3 MNaxéta (Packages).

7.4  Apaotnplotntec.

7.5 EpwtnosLc.

KEDAAAIO 8. Aopég Asdopévwvy

8.1 >upBolooelpég (strings).

8.2 Aloteg.
8.3 Ztoipa.
8.4 Oupd.

8.8 ApaotnplotnTEC.

8.9 Epwtnoslg.

(AT tic mopaypadouc 8.8 kal 8.9, povo 6oa avadpepovral otic mapaypadoug 8.1, 8.2, 8.3 kal 8.4).

KEDAAAIO 11. Avtikeipevootpedng Mpoypappatiopoc.

11.1 Avukeipeva kot KAdoeLg.

11.2 Stypdtuna (QUTOUATN APXLKOTIONGN OVTIKELUEVWVY).

11.3 I816tnteg kat MéBodotl (ot mapaypadot 11.3.1, 11.3.2 kat 11.3.3 elval ektog SI60KTEAC - €EETOOTEQS
UANG)

11.5 ApaotnplotnTeg.

11.6 EpwtroeLg.

(Amo g mapaypdadoug 11.5 kat 11.6, povo 6oa avadépovral otig napaypddoug 11.1, 11.2, kat 11.3).

AIKTYA YMOAOTIZTQN

BIBAIO: «AIKTYA YNOAOTIZTQN», Touéa NAnpodopikng, I ENA.A., THMEIQZEIZ MAGHTH (ZYITPADEIZ: M.
Kwvotavtonoulou, N. Zedptepdkn, M. NManadéa, I'. Xpuoootopou) ISBN: 978-960- 06-5138-6.
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AIAAKTEA YAH

KEDAAAIO 1. BAZIKEZ ENNOIEZ APXITEKTONIKHZ KAI AIAZYNAEZHZ AIKTYQN

1.2.2 To povtélo Siktvwong TCP/IP.

1.3 EvBuAakwon.

KEQDANAAIO 2. TONIKA AIKTYA - ENINEAO NMPOZBAZHZ AIKTYOY (TCP/IP)

2.1 Quowko eninedo - Eninedo Zuvdeong ((evéng) Aedopévwy (Lovtélo OSI)

2.2 H npéoBaocn oto pécso

2.2.1 EAeyxog Aoyikng 2uvbeong (LLC - IEEE 802.2)

2.4 Aiktua ETHERNET (10/100/1000Mbps)

2.4.2 AieuBivoelg ENéyyou mpooPaocng oto Méco (MAC) - Aoun mhawoiou Ethernet - MAaiola Ethernet
peyalou peyéBoug (Jumbo frames) (celibeg 47- 48, péxpL TNV apxn tng mapaypddou Nontd tomikd Aiktua
(Virtual LAN - VLAN)).

2.5 AoUpuata Aiktua

KEQDAAAIO 3. ENINEAO AIKTYOY-AIAAIKTYQZH

3.1 AteuBuvolodotnon Internet Protocol ékboon 4 (IPv4).

3.1.1 Aieubuvoelg IPv4.

3.1.2 KAdoelg (tagetg) Siktuwv — SteuBivoswv.

3.1.3 IratdAn SieuBivoswv IP.

3.1.4 Mdoxa. Siktuou.

3.1.5 Eldikeg SteuBuvoeLs.

3.1.6 Ynodktowon.

3.1.7 Ata&ikr) Spopoioynon (CIDR), urtepSIKTUWGN Kol LAOKEG LETABANTOU UAKOUG.

3.2 To autoduvapo noakéto IP (datagram) — Aopr) mokéTou.

3.3 NpwtokoAa avevpeong kol anodoong dievuBuvoswv, Address Resolution Protocol (ARP) kat Dynamic
Host Configuration Protocol (DHCP).

3.3.2 To mpwtdkoAlo Suvapikng SteuBétnong umtoAoyLotr) DHCP.

3.4 AleuBuvoelg IP kal Ovopatoloyia.

3.6 ApopoAoynon.

3.6.1 Apeon/Eppeon.

Epwtnoelg-Aoknoelg kepahaiou (Lovo doeg avadEpovTal OTLG WG Avw Ttapaypadoug Tou Kepaiaiou 3)
KEDAAAIO 4. ENINEAO METADOPAZ

4.1 NpwTtoKoAAa TPOCAVATOALCUEVA OTN oUVEECN —XWPLG oUVEEDN

4.1.1 NpwtokoAAo TCP - Aoun MoKETOU

4.1.2 NpwtokoAAo UDP - Aopr makétou

KEDAAAIO 5. ENEKTEINONTAZ TO AIKTYO - AIKTYA EYPEIAZ NEPIOXHZ

5. Eloaywyn ota Alktua Eupelag mepLoxng

5.1 Eykateotnpévo TnAedpwvikd Aiktuo

5.1.4 Texvohoyieg Wndlakng Zuvdpountikng Mpapung (xDSL)

KEDAAAIO 6. ENINEAO EOAPMOTIHZ

6.1 Zuotnpa OvopatoAloyiag DNS.

6.1.1 Xwpoc ovopdtwyv Tou DNS.
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6.1.2 Opyavwon DNS.

6.2 Yninpeoiec Aladiktuou.

6.2.1 Ynnpeoia nAektpovikou tayudpopeiouv E-mail (POP3 - IMAP/SMTP).

6.2.2 Ynnpeoia petadopag apxeiwv (FTP, TFTP).

6.2.3 Ynnpeoia naykoouou .otot WWW .

6.2.4 Ynnpeoia amopakpuopévng diaxeipong (TELNET).

6.2.5 Ynnpeoia tnhepwviag peow Awadiktvou (VolP/SIP).

6.2.6 AMN\eG epapOYEC KAl XPHOELC.

Epwtnoelg-Aoknoelc kepalaiou

KE®DAAAIO 7. AIAXEIPIZH AIKTYOY

7.2 Neploxég/topeic Staxeiptong Siktvou oto povtédo OSI

7.2.1 Napapetpornoinon

7.2.2 Moxeiplon XpoApdatwy

7.2.3 Awaxeiplon Emubocewv

7.2.4 Awaxeiplon Kéotoug

7.2.5 Alaxeipion AoddaAelog

Epwtnoeig-Aoknoelg kepahaiou (LOVo 00eg avadEpovTal OTIG WG Avw apaypddoug Tou
kedahalou 7)

KEMAAAIO 8. AZDAANEIA AIKTYQN

8.1 Baowkég evvoleg Aodalelag Sedopgvwv

8.2 EYMLOTEUTIKOTNTA - AKEPALOTNTA - SLaBeoIudTNTA - AUBEVTIKOTNTA — EYKUPOTNTA
8.2.1 EAeyX0G aKEPALOTNTAG - CUVAPTIOELG KATAKEPUATIOUOU - cUVOPN UNVUUATOG
8.2.2 JUMUETPLKN KpuTttoypadnon

8.2.3 Kpunttoypadnon Anuootou / 16twtkol KAeSLoU

8.2.4 Wndlokég umoypadEC — MLOTOMOLNTIKA

8.3 ASuvaypieg — kivbuvol

8.3.1 Napapfiaon aodalelag

8.4 M£6o6oL kal TexvikéG mpootaciog

8.4.1 Avtiypada aodaleiag

8.4.2 Teixog mpootaoiog (Firewall)

8.4.3 Juotnua evtoniopoL eloBoAéwv IDS

8.4.4 suotnua Awaxeipong Aodalelag MAnpodopLwy

Epwtnoelg-Aoknoelg kepalaiou

NAPATHPHZH

Na S16axBoUv MePIANTITIKA KoL OL TIUPOKATW EVOTNTES (EKTOG £EETAOTENG UANG MaVEANASIKWY €EETACEWVY) YLa
TV MAnp£otepn Kat KaAUtepn Kotavonon tng UANG Tou padbnuoatog:

1.1 Oplopdg Siktuou

1.2 Entineba povtéhou avadopdg OSI (1SO), enineda povtéou TCP/IP (DARPA) kal n avtiotolyic Toug
1.2.1 To povtélo avadopdg yla tn Alacuvdean Avolktwy Zuotnpdtwy (OSl)

2.5.1 TomoAoyia AcUppatou Siktvou Ad-Hoc.
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2.5.2 TomoAoyia AcUppatou Siktuou umtoSopng (Infrastructure)
3.6.2 MNivakag SpopoAoynong

4.3 suvbéoelg TCP - Evapén/teppatiopndc ouvdeong

5.1.4.1 Suokeuég TteppaTiopol Siktuou DSL Modem/DSLAM
5.1.4.2 TomoMoyia - E€omAlopog

EZETAZTEA YAH

KEMDAAAIO 1. BAZIKEZ ENNOIEZ APXITEKTONIKHZ KAI AIAZYNAEZHZ AIKTYQN
1.2.2 To povtélo Siktvwaonc TCP/IP.

1.3 EvBuhakwon .

KEDAAAIO 2. TOMIKA AIKTYA - ENIMNEAO MNPO:BAZHS AIKTYOY (TCP/IP)

2.1 Quowko emtinedo - Eninedo Zuvdeong ((evéng) Asdopévwy (Lovtélo OSI).

2.2 HpéoBaon oto PEao.

2.2.1 EAeyxoc Aoyikng 2uvbeoncg (LLC - IEEE 802.2).

2.4 Aiktuo ETHERNET (10/100/1000Mbps).

2.4.2 AieuBivoelg EAéyxou mpooPaocng oto Méco (MAC) - Aoun mhawoiou Ethernet - MAaiowa Ethernet
peyalou peyéBoug (Jumbo frames) [oghibeg 47-48, péxpl tnv apxn tng napaypddou Nontd tomikd Aiktuo
(Virtual LAN - VLAN)].

2.5 AcUppata Aiktua.

KEDAAAIO 3. ENINEAO AIKTYOY-AIAAIKTYQZH

3.1 AleuBuvolodotnon Internet Protocol ék&oan 4 (IPv4).

3.1.1 AteuBivoelg IPv4.

3.1.2 KAdoelg (taelg) Siktuwv — SteuBuvoewy.

3.1.3 YratdAn StevBivoswv IP.

3.1.4 Mdoka Siktuou.

3.1.5 E161kég SleuBuvoelg.

3.1.6 Ynodktowon.

3.1.7 Ata&ikn Spopordynon (CIDR), urmtepSiktiwon Kat LAoKeg HeTaBANTOU UAKOUC.
3.2 To autodUvapo naketo IP (datagram) — Aopr makETou.

3.3 MpwtokoMa avelvpeong kat anodoonc StevBuvoswy, Address Resolution Protocol (ARP) kot Dynamic
Host Configuration Protocol (DHCP).

3.3.2 To mpwtokoAAo Suvapikrg dteuBétnaong unoloylotry DHCP.

3.4 AleuBuvoelg IP kal Ovopatoloyia.

3.6 ApouoAdynan.

3.6.1 Apeon/Eppeon.

KEDAAAIO 4. ENINEAO METADOPAZX

4.1 NMpwtokoA\a tpocavatoAlopéva otn ocUvdean —xwplc ouvdeon.

4.1.1 NMpwtokoAAo TCP - Aoun MaKEToU.

4.1.2 NpwtokoA\o UDP - Aour) makétou.

KEDAAAIO 5. ENMEKTEINONTAZ TO AIKTYO - AIKTYA EYPEIAZ NEPIOXHZ
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5. Eloaywyn ota Aiktua Eupelag meploxng.
5.1 Eykateotnpévo TnAepwviko Aiktuo.
5.1.4 Texvoloyieg Wndlakng Zuvdpountikng Mpapung (xDSL).

KE®AAAIO 6. ENINEAO EDAPMOrH:
6.1 Z0otnua OvopartoAoyiag DNS.

6.1.1 Xwpog ovopdtwyv tou DNS.

6.1.2 Opyavwon DNS.

6.2 Yninpeoieg Aladiktou.

6.2.1 Ynnpeoia nAektpovikou toxudpopeiouv E-mail (POP3 - IMAP/SMTP).
6.2.2 Ynnpeoia petadopag apxeiwv (FTP, TFTP).

6.2.3 Ynnpeoia naykdéoplou lotov WWW .



